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B PHONE SCAMS - PREDATORS ON THE PHONE I

More than just being an irritating, unsolicited caller, phone scammers want you to willingly give up your money, usually
out of fear. Knowing the tactics and trusting your instinct can help you keep from becoming a victim of a phone scam.

PHONE 'SPOOFING" |SCAM TYPES

* Caller ID spoofing alters the e The warrant scam: They tell you that you or a loved one has an arrest warrant,
information forwarded to caller ID but that you can take care of it by paying money immediately.
to hide the number the callis being Je The kidnapping scam: The caller tells you they have your loved one and you
made from, replacing it with a need to pay money for their safety. They may use detailed victim information,
different number. usually obtained from social media posts.

* While there are legitimate uses for Je Swatting: Someone calls dispatchers claiming that a serious crime has
this technology, scammersuseitto |  happened at your address, causing a large police response. This is used as

Crime Prevention

take advantage of victims. harassment of the victim.

* The FCC prohibits using Caller ID  Je "Yes"scam: The caller merely asks, "Is this Jane?" (using victim's name). When
spoofing with the intent to the victim says "Yes," the caller hangs up. Scammers then use the recording as
defraud, cause harm, or wrongfully |  proof that you authorized something, such as a new credit card. It's important
obtain anything of value. to monitor your credit report if you think this has happened to you.

CONTACT: COMMON THEMES

DEPUTY SCOTT SICKAFOOSE e Thereis asense of urgency: "We need the money before court closes
720-874-4040 today." "You need to send something immediately." "Go to the ATM now."
ssickafoose@arapahoegov.com e Veiled or overt threats; creating fear: "We will issue a warrant for your

arrest." "We will hurt your grandson."
e Displays of authority: Using word such as agent, director, or law
enforcement titles to provide false authenticity.

DEPUTY JASON PRESLEY
720-874-3820
jpresley@arapahoegov.com

MORE INFORMATION EMPOWER YOURSELF

www.ArapahoeSheriff.org e Don'ttrustcaller ID

n www.facebook.com/ArapahoeSO e Ask for a phone number to call back - but always look one up yourself.

e Know your local agency. ACSO will never call people about warrants or ask
for payment to cancel a warrant (that doesn't involve posting bond).

u www.twitter.com/ArapahoeSO

r@ www.instagram.com/ArapahoeSO e The IRS will not call you about back taxes!
E http://bit.ly/ArapahoeSOYT e Keep social media accounts private. Any personal information can make a
3 hetp/sbitly/ACSONextdoor scammer believable.

Just hang up!

IF YOU SEE IT, REPORT IT!
Emergency: 911 e Non-emergency: 303-795-4711



